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5 1 & BiEtEmA

1.1 #LHR
(POEEIEPREEY (LATEFR "NETCA CP" 8 "ACP" ) B REBEFHES
INEERAT ( LUTERR "NETCA" 1) SIBHIE I BIRSS RIS 0 |, i&FF NETCA
BRINEENHAIEBRBXSEER, AivE &k B8, FH. B IS
FIAEXAIA{EARSS . NETCA Hldlss. AENRA LRNEKRINE | XEERFINTE
S8 —8ER NETCA SEEN—EUEHRIR—HINIEE |, (RiF NETCA ZIFIEBIRSHIR
SMMTEN. A CPHAE NETCA iS55 2B EEENY , NETCAT 1RSS5S
75 2 [BIHIINAR X S5 B 12 B B HI S 2N E X

K CP i EEEMREAASIER] RFC3647 (BEAR X.509 NBEMISHE-IFBE
BSFMEBR I SAEBRELZR) LAINRERTRE GB/T26855-2011 (ERLZ A NHEMIZ
FEUEPIRIE SIAIEVSSAERRIESR) AUEZRFNESK , FHRIBFEYEEENF] NETCA 89
EEEKHTIEEMINE.

NETCA fEA—MIEBIRSHIE ( LATEFR CA ) |, A CP AR N ERRIETRF]
FRIER | ERITPIER. EFARNEEMNATEE | (EOEBSEE AT P LAGE
FRERHTMEZIL R RP. SR, SHIAE. KBEEEEFRNNA. Kis
KB CP X FKBS NS ER , RERBEDIER. MIEEE ARSI

( CPS ) KMIUEEBEEFISSEEFIAIELSHIN ( NETCA E-GOV CPS ) #5574 CP 1949
R, FHER T NETCA {EABRFAERST MR TR LR AAEM SR, B(FF
{REEfENE. ATE NETCA MEBANT P RAKHES H/RESERA CP RiEX CPS BIHIRE | iRE
XHUEBAYERFIEIE.

1.2 EBIRSIRA

1.2.1 &R
AIERIBMRZE (MIEEIERREE) | &FRJ9 NETCA CP,

1.2.2 7R

A CP pAESSIEBANIPRIRIS B — ME—HNSIRRRT & CP B85
PREERAENT:

L3 :1.3.6.1.4.1.18760.1.10 5% 1.3.6.1.4.1.18760.20.10.3

L2 : 1.3.6.1.4.1.18760.20.10.2

L1 :1.3.6.1.4.1.18760.20.10.1

1 NETCA TERRHUINT y “J  REBTRSIMEERAR” R, ERR=mARS AR, “MHEE” 5
“NETCA” HA MRS X,
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BEEHIA @ 2.16.156.339.1.1.1.2.1 (H%AA) / 2.16.156.339.1.1.2.2.1 (EA)
Z—EDEZRES : 1.3.6.1.4.1.18760.20.10.50,

1.3 NSRS

1.3.1 EBFIAIERRSSHNIG

NETCA Z2iRIE (FEARKERTERZE) . (FEARHNEZELE) . (8
FNERSEENE) R (BEFBSEFALRSEENE) MERERZAIEFAIE
RS (TR CA) |, BN EZeBFRZHPEENEMER A IEMRI SIS =7
A8, NETCA NEEFEFZHNZSSATRINRESHIEFIES , HUHFIERHT
B, NS —ZFIEE, NETCAIRIOALE (22 ) FIREERRS , TExXIE
BEEEM. NETCA RSP0, BREDPORIWSZZIES (RA) |, BARIREER
B FANIERSS (3. HIZAIMASFIERSE ) RRSEi.

1.3.2 EHE

NETCA BUEMNE ( fEFR RA ) |, XFRAWSZIESR |, 2 NETCA IR 7 e NEE
R AR RS ZIETME. BSSTEERE AnER BRI RISTIHEES
FUEBF= LSS . EPZIRHFUER S 2SI PR EMERIE. Hiz] PS5,
ROEIER RIS, IERFE. RPGER. BIFABCIEIERER. IERETE. IEB#MD. i
P, BEREUREMEEEREMITFE., BSEHFITERRIS2IEHEE
NETCA FIRREIE BN B IEBEFEN R,

NETCA &% RA miERERIBFRA "NETCA HFUERISZER" .

1.3.3 iJA

TPHERAERISEE | IEREEFAIRSTMEEANEROERAISLUR, SIEN
NETCA £ Z0E BN N A EIRRIIFIALR, ITRHFSLUTER :

o THIESZANERHPISIEHIRAIMIERESSE ;

o CIESZIIPFETA CPS FIBEFZIMN ;

o IHESEIZIANEBAAHRTXIRAIFATE.

1.3.4 {&#fi5
HES BT 8 EMET NETCA ITFPRUE R RERFEEN—T , SITR RS
SIERBTABARR, KEGTLE. BALUARER—MNMIF.

1.3.5 Hftthi=
NETCA INHARERIME BN FRrABRRIEXE AR,
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1.4 iEHRIE
NIBES RSP BESNAESWEEH, BFHS. BFEESRALRSE
s, LASCHISAE. FBETFEE. SURMEZSaM.

1.4.1 ERRYEBRA

HEFEB TP EREE
HEBERAAERTFESLIETE

MAEB | H2BERAA b, (URESD , THEHFES
REIEINEERSS

BT, b, SV AIEEBUR .
ek, FWFNEFPAEERT
SEELETRES , KRESD
1TERFER R EENEERS
MAC B, Bk, BAENE

B, ek, BWENAE
HSIES | BUF. fd. SWEHGE
PA

AL BT, Bk, Fk

o
REES | SamREGeEREE | DT R RS
8 SR

" I e

HEXRB | REEXNMNBEREATNX

| TRORLRe | ot

1.4.2 Z1ERYEBRF

ZIEIEB AT ERER SRR ZM AR,
2B RIS TIEB A A,

1.5 SREEEHE

1.5.1 EIFEER

NETCA CP B NETCA AL ( &% ) REXEEZRSNETEE. it HEPFIE
W NETCA T2i8E.

1.5.2 BRRER
EREMUL : ARSI 38 SREARRAE 5%
Hp4m : 510308

i : www.cnca.net
EiE : (+8620)-38861746
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EBFHR/E : cps.netca.gd@chinaccs.cn

1.5.3 CP btz

NETCA CP 255 , H NETCA i ZEMIEZET | AIE (£2 ) RIKEERR
BT ERERY , 7 NETCA WL ( www.cnca.net? ) &%/ , 1% CP IET4RL.

£ NETCA IEBHEXBERAR AN Es 28] , NETCATAIE (£2) R
IREEZRSENREASEIENHITHR  METERE  FRERECIEEEE
B RAEE#FH A% NETCA CP,

1.5.4 CP 9%

NETCA 4533 NETCA CP 7™ 8AUMRAIZH , BB NETCATAIE (&2 ) KRISEE
RRRAMEEEANLSRAIEHIR & .

FB CP IBRAEMNBNFREIAIE( &2 ) RIKEEERSHE | 7588 NETCA
MG www.cnca.net _E2Na,

R (PEARTHNEBRFERE) K (BFHAIERSEEDE) BIME  NETCA
£ CP FR TS EWERSE,

1.6 EXHES

1. CA ( Certification Authority )

B FAERSTIIRYETR. CA RRNBSMDINENEENE , EN LLREBFRS
PESNEMF N EMNAERNE=ATIE,. CA ABFEFNSSEAERINRE
SIS | FHHFUERHITEMN. BES—FIEE,

2. RA (Registration Authority )
ERTAERTERR. RA 2 CAINEFRRBIXIIMRSTINE , BRI R RIEHT
BIEHEZ , FRERDRSSZHPIEE KIS | LIRIEBEFBEEETIF.

3. KMC ( Key Management Center )
FEEEFONER. BFEITPIIEERESREX |, FHEMEMEZERHTERS
RYETENAG,

4. NETCA
I REBEFESAEERATRIER,

5. CNCA
I RERTFRFSNERRATNS—MIEIRR,

2 RRAIEIE K] 55 — b 342 www.netca.net 55 www.cnca.net JE 301, FIRERTH .
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6. RHEE
ITREBRFEFSNEBRATINEFNIERSS kSRR, eSS FRETERT
REEFESIAEGRAE].

7. CPS ( Certification Practice Statement)

EBAAIENSEINAYEFR, CPS AR AN MEES & R EIREFIERRIRNE |
BNERRZNEIEE CA RRAHTIF TEFIE TR ETHEMATEHSS 2
HFUEREE, HAUEPIRS. PN, FFUEPDE. HFUEBRIFNEEIE
PEEFBERES.

8. CRL ( Certificate Revocation List)

HFUEBREESIZRMEFR. CRL FIERATEEIRERN B HIZIA Z BN
IEBRFS | HEFIEBIT R, RS ERIE A IR ERER | B CA EH
MER. CRLEBENHERAMFIEREZR, HFIUEBRLILFTIERS, REEEEI7IFE
BRE. RKITHE. TXEEIRNMES KB, HEESTIERFS | FdiEw
BEERIRT R ST seF RV ERE.

9. OCSP (Online Certificate Status Protocol)
FEEHFUEHINSEANYAETRR , BTSSR EIEFIER IR,

10. H=FEH

B EEMRIILEE. ERHIEBANIHMERNE S ATERAEERER. OFFE
A FEREER. BN —LT RERNSFXE. EEARFSHIERMSEES
W BHEEFERNY S SR HEETTRISMOIERLL. N EHITEFE
FHET RPN FERERHAIEBRFPE CHIBM | FHERHFIERRHTE

KRB,

1. 85%E3
KA A SR T E BRI INESIE IS ZEUE | S EXTEUEFMER
ZaAHE , ALARASUESRR R 2SR M | BHIERA (fluliziiE ) #HTENERE.

12. 1Nz
B T TR T A B TR,

13. INZHEH
FEFIERBINEE A SARYEIE .
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14. Z2RIEH
FRTIERE R N RRYEEES.

15. DTS ( Digital Time Stamp)
FRIERRYREIMR, AT ERT FIRHASHOBHRIIENR , LUERRR MeErdER A
(RPSEVE=P =l SR

16. LDAP ( Lightweight Directory Access Protocol )
ZERBEFRHEMNAIETR. LDAP BFEE. THEHIERLREIEBREES!
Z(CRL).,

17. OID ( Object Identifiers )

SRR HIETR, OID REFFRRAENERSEF AT , FEE— 1N BERER,
OID E—EAADFaIHE5I150 (F1%0"1.3.6.1.4.1.18760" ) . OID tRERIENKHE
ITU-T #E7F X.680 (ASN.1) , 72Ml (FIMA ) TLANERRMRECABLZR RSB EI—MEXT
SINRFT , FEAFERESEIRT R FTHEENSIRR.

18. PKI ( Public Key Infrastructure )
AFEBEMIRIERIETR. PKI ASETFIEBNA AT ZRAE ERANLIFAIEE
RURBRIRR. BIR. ok, BIFIERRIES.

19. #A$A ( Private Key )
B—MABELTT. HIFEENERENHETEHE BT OERFEE | K/IEE
B BN AN FIERE 4.

20. %A ( Public Key )
A LARNTFHEEFZSR | FATFIIEENAFRATAES RIS , el LARSRINERSL. X
4, EBERNRYFATARREE

21. BERIHRIR
SCIVERSIZETIRERY. ERHIRSZAVERE, B, EFEEAS.

22. RSA 8%
RSA 2/ Rivest. Shamir & Adelman Fr&BBEI—FINFFEANIZESE | LIS
ICHIRAIEIE AR | BTSRRI RS a0 R,

23. URL ( Uniform Resource Locator)




o HE i
PRI 388 T 5 45 /1.1 NET CA

F—EBBREAFHIEFR. URL 27 Internet B9 www fRSTERF _ERTFIEEEEM
BRIFRTTIE.

24. HFERE
—FMRMNAELLTE | TR |, FUFASARTRIPHZRIRE. BEXRA
USB Z=[i&(5 , #aLeth5tFR USB KEY,

25. X.509
X.509 £ ITU #IErY X.500 R B RIMENES—, BEARNHIEREN T—

MEZR.

26. %51
A BB ERIBEE R ERIITIE.

27. ISk
SHER BRI RIEE ZERIKEK A T ERE].

28. SM2 §i%
FEERZHEERAMIIMEME RERE L. 20 (GB/T 32918 (5E8%%E
AR SM2 R IREREE) .

29. SM3 &k
FEERFEEEEAMHNZNIERL. 20 (GB/T 32905-2016 SEL 2R
A SM3 BIEZEEX)

30. PKCS#10
IEBERIEZWE , H RSA RENTHIE | EEX TIEBERBERIEE. R
RFC 2986,

B 28 ERATSEEEE

2.1 (B8

NETCA EEEE—MNIIMTHOEEE , BaFE. NENERRSIEBEXN
5. NETCA (SEERSEFEERRTFLUTAS  iEH. CRL, EBRHES , CP.
CPS , LARETH NETCA RERIAINES., NETCAMEBENSEENTE , AX
T2 NETCA SRAGTFBFHEDEEEFIZR (CRL) , EERITFRUKERME NETCA
ERERRIEEBRSBESNSERE. ITPMKES T2 S NETCA /L
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( www.cnca.net ) EERFBEEE FEGIEH.
NETCA (EREAS B A NG A& HASIE BT aE B e EAvER |
MaEREA EIARS.

2.2 INEEBET

2.2.1 CPH9RT

NETCA CP —% NETCA /5 www.cnca.net BRLAPEIREBR R A, F , B
AT FXI— A ERIEFIERRYERE . FESEIERREXISHRIEEINE
FXIRA, NETCA CP URMNEXEREAN 1.53 # 1.54 iIlE. BREATH
318 NETCA R www.cnca.net B , JERMARBITIER,

2.2.2 i CRL 276

HAEPESENRINE  RITFIRBEEK . NETCA BANBZIEREI AR HENS
B, NETCA EEi& CRL ANRDIERESERPIMEIE. HEEEIER. IEPHIK
#7507 NETCA 89 LDAP fRSS 25 8HEERE B EME R EIRBASIUERF CRLBX
=8, FERT NETCA tHiRHRER) OCSP RS |, IER K £ AN AT TR R BB
FEPIRSER.

NETCA BSIEB &7 i15FIH LDAP BRiRS s EREFMEBEUEF] CRL 2UE %
RHIES K CRL FIEIEIEK,

NETCA th& & REBFANERSEEEIINHEXES. | B1EX NETCA A5
IEBHHTIER. s IREERR0EENFN NETCA &S FBa T St RS EE ISR
BEARAFF A,

NETCA tBAIRIEHRE |, ¥ CA RFFHIEFIEFR. CRLEZEIBFEHS MEER
i,

2.3 R pHIE)ERsREE

2.3.1 CP RyRfHATEEsRE

NETCA & MAT AT CP BIRFhRA , —EXHINIANEH. *hFe. HEESEIREHNE |
NETCA #&7E www.cnca.net E&% , FHIG&HRMAY CP &%7E NETCA EEFE,

NETCA {RIERIARHE . WEER. MAERTAEEIINEMEK R2EXS CP /Y
M B REEF ARG HE NETCA MY #HARE, XM AmRAIZERIRTHY. B0 ,
HEERSEREEENEKRD.

£ NETCA i&E &M CP , & RBRAFXNAE. BREFAEHRXT CP
FTIEM. #hFe. ARSHEFHRE , HEIH CP BB AIFIEESSh AR,
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2.3.2 BRI HETEEERER

HAEPESKMING , NETCA £ 4 N\ REZEBRIA R GRENERE. TPt
AILEHTEEEEPLAHEIRER NETCA £&A5IES,

NETCA i&d B R ARSI ENEEEMNECH AT ERIISFIERER. 1T
FFIfKE 75 e £ NETCA B9 LDAP fRSZ28eis e E R E L&A, THEFIES.

2.3.3 CRL B9&FAIEIESRER

NETCA 2ESHUIEERRIHIEEE | E&&&#H CRL FH&%Z] NETCA Ay LDAP
RS EIEERIEEEME. MIEBHIEREREGE | BIRMZIESIRERISRH CRL A
RIRARIEIRAET 24 /MY, FEAEWNA , T RRERLMEBRES CRL &K
SFE 24 INWHEFHER IR TR CA THSIERIRE CRL ZRKSE—FRHE
MR —IR,

g OCSP MY , IBREBFLUSLHEETEREE IR , 8FFN. &T
BIRESEE, HEMRES. EREERUGE , NETCA B LURHIREHIRSS | =518
RERGIERARY. R, HHE/BUEIERRT , NETCA BHRRRLIER S UBAISKIZIAR
FEKRE.

2.4 2B

NETCA ZEERiSL FRASEAERNANEE. BTR B S EEIFL S R HER |
MR RN NETCA TIEARZARURE. (S3F0MIFR NETCA TELRIISEERL,
FfT NETCA VBN TS RERLTEENMPRETR | LI EREHEHTA
FENITIES NETCA SRS E R AR,

S+F NETCA £7569 CP. CPS. CRLFHER(SAE , iFBiTFHEB KIS T AR
SRRHIHH T RiEiiE,

6 3 & BintRR5 =5
3.1 &%

3.1.1 FfpKs
EREFIEBEME B TR ( Subject ) , BRRIRRIZIEBEIERS, XEEK
AR 5 ESF X.501 A9ERFI# ( Distinguished Name,{&#R DN ) /=K.

3.1.2 WERMENHIER
iTFRYERSIZ (DN ) &MERS—ERNEENX  ISIEBRFEEINFEREITEX
XK.
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IEBEARBFRRR B FTREIR R SAIUTER IR IR T SRR HHHA
HFSERISTINER.

3.1.3 ITFRIERKIhE
£ NETCA RUERIRSEHREF , 7 LITRAREERERSHE.

3.1.4 BRARSIFRVAIRN
PG ZI1EE (GB/T 20518-2018 (ZRZ A NMBEMIZHE $=milH
L) . (GM/T 0015-2023 #=miEBrEt) EK,

3.1.5 AfFRIE—E
£ NETCA RUERIRS RS | IEBERSFRONEE—RY, EXTFTR—THHLA
REERBAESRSKIES , IEBATRBAAE.

3.1.6 FStRAGIREY. EIMAE
NETCA #IZERKANEBAE S AIRIraE T sEx s B I pENAYER.
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